CLAIMS 



1 A mett-od for remotely activating a service ehamdcompnsmg: 

^i«g a transport mechanism to send a trigger tam a remote eUent to a 

host; 

5 receiving the trigger; 

authenticating the trigger; and 

opening the service channel to allow a connection with the remote host. 

, A method for remotely acttvaUng a service channel as recited in claim 1 whe^ 
,0 Lgatr^sportmechanismtosendatriggermrtherinclndesusingaprotocoltoformat 

the transport mechanism. 

3 Amethodforremotelyacttvatingaservieechannelasrecitedincl^lwh^m 
Ua^ansportmechanism to sendatrigger further includesusmgabacltscattereffect 

15 as the trigger. 

4 AmethodforremotelyactWat^ngaservicechannelasrecitedinclaimlwherein 
opening the service channel on the host forther includes opening a port. 



channel as recited in claim 1 wherein 
ch'a^el on the host further includes sending a reply to the remote 



20 5. A method for remotely activating a service 

opening the service 
client. 



25 



, AmethodforremotelyactivaUngaservicechannelasrecitedinc^^whe^n 
openingtheservicechamtelonthehostft^herincMesspawnrngaservtcetfthetngger 

is authenticated. 
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between the remote client and a service on the host. 

3 A„ethodforren,ote,yac.ivatinsaserv,cechanne,asreci.eai„c.ai».wh«^^ 
ope.ns:-icechanne.on.hehos.«hcrinc.«aesreceivin.are,.es.^n,the 

remote client. 

, A„e,h„dforremo.e.yactivating.servicechanne,asrecitedinc.a,™twher^^^ 
:penin;:tervicechanne.on.hehost«hcrinc,ndessend.sares.nsehy^ 

operating system on the host to the remote chent. 

15 to the remote cUent for establishing the cormection. 

f r.n,ntelv activating a service channel comprising: 

.Uen,a„thenticathtg.hetriggeronthe.argethost.anaope.nn^Uteserv.ce 
channel on the hosttoallowaconnectionwithther^ote chent 

..^.emforremotelyactivatinsaserviceehannelasreciteainclahnuwhe^h. 
25 fl„ transport mechanism is instaUed on the host. 

.systemforremotelyactivatingaservicechannelasreciteainclahnnwherein 

the trigger is a data packet. 
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the trigger is a pre-defined sequence of packets. 

5 the trigger is abackscatter data packet. 

A^ethodforren^otelyactivatingaservicechannelccprising: 

receiving a trigger at a port on a host; 
suppressing a response to the trigger; 

in authenticating the trigger; and 

„p»i.g*epo«o„*ehos.itU.e«iggerisaufl>c*oa.ed. 

A „c*od fo, re™.e.y activating a service c^e. comprising: 
Sending a predefined .riggev to a port on ahost; 

Waitingforapredefinedttaepenod; 
Sending a connection request to the port 

periodhas expired; and „,.e service channel with the host. 

EstabUshing a connectton over the service 

.in. svstem to suppress sending a response to the trigger; 
dir^ting an operating sys^ ^ J „, ^ ^gger; and 

— r^taconnecttontoocouroverthe 
opening the service port on the host to p 



25 

service channel. 



30 comprising computer instructions for: 
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using a transport mechanism 



to send a trigger from a remote host to a 



""^tlivingthetriggerhyasteaUhappUcationor.^^ 
authenticatingthetriggeronthetargeth^^^^^^^ 
opening the covert service cham^el on the target 
with the remote host. 

..atasignalemhodiedinacarrierwave^^^^^^ 

instructions for using a transport mechamsm 
remote host toatarget host; ^^^^^^^^^^.^^^^^^ 

instructions for receivmg the trigger oy 

• .u^iri aapr on the target host; and 
i^otions tor authenticatrng toe tngger on the g 

i„s«uc.io„s for opening toe cover, ^ce eharu,e. on toe targe. 



allow a 



connection with the remote host. 



Docket No. SYMAP032 



24 



PATENT 



